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FRAUD UPDA¥ES:
BEWARE OF STIMULUS CHECK-RELATED SCAMS

As U.S. citizens begin to receive notifications
® American Express Customer Service <sale@delivery-15765.infg ATTN: Your regarding Govern ment_issued Stimulus
c Relief Funds 1,000_Dollar H H
sssisTaNCE. checks—formally known as economic impact
IS ready. . . M
Colere: payments—malicious actors are conducting
E online scams to steal money or sensitive infor-
N mation from victims using phls:hlng emails,
$Z4mhasbeena_ss\gnedfcrynu because of the covid-19 relief stimulus bill. . text messages, and Soclal medla messages,
You are to authenticate your account to be Pr.:w;_)agatad unyo our updated servers to receive these benefits. . . . "
;?euagzv::;ﬁ:murslncumplelelheauthsnhcalmn,nlhsr\msevnulamnunlmayberevﬂkad. 1000 USD to hell among Other taCtICS Whlle there are no |nd|ca'
promoston e o i tions that the Department of the Navy family is

Thank you, crisis has been

Amarcan £50 Gl o pre-approved, being specifically targeted, please be vigilant
claim online at

cashasap14.info/ and do not reply to these messages.
VXQThfmlbV

Reply*done*2-end
ssq

Actors often impersonate financial institutions,
the Internal Revenue Service, charities, and
other businesses to request victims verify
personal or financial information in order to
- Request for personal and/or financial informa- - receive a stimulus check or request a fee for
tion in order to receive stimulus checks is deliv- quicker processing of the payment. Actors may

SV em.a.'l’ D skl el e e e also attempt to deliver malware to victims via a
sage. A legitimate bank or agency would never malicious link

request personal and/or financial information

using these tactics. . .
g In other versions of stimulus check-related

- Promises for a faster payment if the victim scams, actors mail fake checks to victims and
clicks a link, provides sensitive information, or request them to verify information online or
pays a fee. via phone in order to cash the check. Other

fraudulent checks appear to offer the victims
- Message includes grammar, spelling errors, or more than what they are owed and include

typos within the content of emails or messages requests the difference back in online money
» Message is delivered from an unknown sender transfersl g|ft cardsl or cash.

or the sender appears to be an official from the
IRS, White House, or other agency that does not

typically reach out for sensitive information. If you have been targeted with this scam, call NCIS

\3 or use NCIS Tips via www.ncis.navy.mil or down-

« Message includes the term “stimulus check” or loading our app via iTunes or GooglePlay.

“stimulus payment. Official government docu-

ments will use the official term “economic 1-800-386-8762

impact payment.”



